
WONDERMINT ACCEPTABLE USE & PROHIBITED 
CONDUCT POLICY 
Effective Date: 29 March 2026 

Wondermint maintains this Acceptable Use & Prohibited Conduct Policy (“Policy”) to support a lawful, 
secure, and functional platform for digital media transactions. This Policy supplements the Terms of 
Service and other applicable policies. In the event of any conflict, the Terms of Service shall control. 

By using the Services, you agree to comply with this Policy and all applicable laws and payment provider 
requirements. The Services are not directed to, intended for, or intentionally made available to users 
located in the EU/EEA, the UK, or Switzerland, and users located in those jurisdictions are not eligible to 
use the Services. You are independently responsible for complying with all applicable laws in all of your 
actions related to your use of the Wondermint platform. In addition, you must adhere to the terms of this 
Policy, which incorporates by reference the Acceptable Use Policy of the Payment Processor (e.g., 
PayPal). 

1. PROHIBITED ACTIVITIES 
Users may not use Wondermint to engage in, facilitate, or attempt to engage in any activity that violates 
applicable law, these policies, or payment provider requirements, including but not limited to the 
following categories: 

1.1 Illegal or Unauthorized Activities 
Users may not: 

•​ Sell, distribute, or facilitate access to stolen, pirated, or unauthorized digital content 

•​ Engage in unlawful financial activity, including money laundering or fraudulent transactions 

•​ Distribute malware, hacking tools, or unauthorized access mechanisms 

•​ Violate intellectual property laws or licensing requirements 

•​ Sell unauthorized access credentials for subscription services, software “cracks,” or any 
digital goods that facilitate unauthorized access to other platforms 

1.2 Fraudulent or Deceptive Practices 
Users may not: 

•​ Use false identities or provide inaccurate information 

•​ Misrepresent ownership, authorship, or rights associated with content 

•​ Engage in scams, deceptive marketing, or misleading representations 

•​ Attempt to circumvent platform systems, controls, or payment processes 

1.3 Restricted Content 



Users may not create, upload, distribute, or make available content that is unlawful, harmful, hateful, 
or misleading; that infringes intellectual property or proprietary rights, including deceptive, 
counterfeit, or unauthorized digital goods; or that violates platform policies or applicable regulations: 

a. Prohibited Content & Seller Violation 

Sellers are strictly prohibited from listing, uploading, or distributing any content that violates 
applicable laws, intellectual property rights, or Wondermint policies. Any violation may result, at 
Wondermint’s sole discretion, in the removal of content, suspension of account privileges, or 
permanent termination of the Seller’s account without prior notice. 

b. Intellectual Property Violations 

•​ Stolen, copied, or scraped content 

•​ Pirated or unauthorized reproductions 

•​ Content incorporating copyrighted material without proper rights 

•​ Content derived from third-party works without sufficient transformation or authorization 

•​ Use of trademarks, logos, brand assets, or likenesses without permission 

•​ Content falsely claiming ownership, authorship, or licensing rights 

•​ Content subject to existing exclusive licenses or conflicting rights 

c. Fraudulent, Deceptive, or Misleading Content 

•​ Content that misrepresents origin, authorship, or creation method 

•​ AI-generated content falsely marketed as human-created (or vice versa) 

•​ Content designed to impersonate individuals, brands, or organizations 

•​ Deepfakes or synthetic media used to mislead, deceive, or manipulate 

•​ False or misleading metadata, tags, or descriptions 

•​ Content intended to scam, defraud, or mislead buyers 

d. AI-Specific Prohibited Content 

•​ AI-generated content trained on or derived from unauthorized datasets 

•​ Content that violates third-party model or tool terms (e.g., scraping outputs illegally) 

•​ Synthetic media that impersonates real individuals without consent 

•​ AI-generated content that falsely claims “commercial-safe” or “fully licensed” status 

•​ Outputs that reproduce recognizable copyrighted works, characters, or styles in a 
substantially similar way 

•​ Content created using stolen prompts, datasets, or proprietary workflows 

e. Illegal Content 

•​ Content that violates any applicable local, national, or international law 

•​ Materials related to criminal activity (fraud, hacking, terrorism, etc.) 



•​ Instructions or tools for illegal acts 

•​ Content promoting or facilitating violence, exploitation, or harm 

•​ Content violating export controls or sanctions laws 

f. Adult / NSFW Content 

The following is prohibited (strict zero tolerance): 

•​ Pornographic or sexually explicit content 

•​ Nudity intended for sexual arousal 

•​ Content depicting sexual acts 

•​ Fetish content (including but not limited to extreme or exploitative fetishes) 

•​ Sexual exploitation or abuse content 

•​ Content involving minors in any sexualized context 

•​ Non-consensual sexual content or revenge pornography 

g. Hate Speech & Abusive Content 

•​ Content that promotes, glorifies, or incites hatred or violence against individuals or groups 
based on race, ethnicity, national origin, religion, gender or gender identity, sexual 
orientation, disability or medical condition 

•​ Slurs, dehumanizing language, or extremist propaganda 

•​ Content supporting terrorist or extremist organizations 

h. Harassment, Violence & Harmful Content 

•​ Threats of violence or harm 

•​ Content encouraging self-harm or suicide 

•​ Bullying, harassment, or intimidation 

•​ Graphic violence or disturbing imagery 

•​ Content celebrating or glorifying real-world harm 

i. Sensitive Personal Data & Privacy Violations 

•​ Content containing personal data without consent (addresses, phone numbers, IDs, etc.) 

•​ Doxxing or exposure of private individuals 

•​ Unauthorized use of a person’s likeness, voice, or identity 

•​ Biometric data (face scans, voice clones) without explicit consent 

•​ Confidential or proprietary business information 

j. Regulated or Restricted Content 

•​ Financial scams, investment fraud, or misleading financial promotions 

•​ Medical or health claims that are false or unverified 



•​ Content promoting illegal drugs or controlled substances 

•​ Weapons-related content (where restricted by law or platform policy) 

•​ Gambling-related content where prohibited 

•​ Content involving virtual currency, NFTs, or “in-game” items (where prohibited by law or 
platform policy) 

•​ Social media manipulation services (e.g., selling followers/likes) 

k. Platform Abuse & Manipulation 

•​ Spam content or mass-generated low-quality “AI slop” uploads 

•​ Content designed to manipulate search rankings or platform algorithms 

•​ Duplicate or near-duplicate listings intended to flood the marketplace 

•​ Malicious files, viruses, or harmful code embedded in digital assets 

•​ Attempts to bypass moderation, filters, or enforcement systems 

l. Quality & Authenticity Violations 

•​ Content that is incomplete, corrupted, or unusable 

•​ Misrepresentation of resolution, format, or quality 

•​ Fake “premium” or “exclusive” labeling 

•​ Listings that do not match delivered content 

1.4 Payment and Transaction Misuse 
Users may not: 

•​ Manipulate pricing, transaction structures, or platform fees 

•​ Engage in abusive or excessive chargebacks 

•​ Misuse payment systems or attempt to bypass payment provider controls 

•​ Use the platform for unauthorized or high-risk financial activity 

•​ Attempt to circumvent payment provider requirements or platform controls 

•​ Manipulate transaction records, refunds, or reporting 

1.5 Platform Abuse and Security Violations 
Users may not: 

•​ Attempt to gain unauthorized access to accounts or systems 

•​ Exploit vulnerabilities or bypass security controls 

•​ Scrape, extract, or misuse platform data 

•​ Interfere with platform operations, performance, or infrastructure 

1.6 User Conduct 



Users must not: 

•​ Engage in harassment, abuse, or threatening behavior toward other users or platform 
personnel 

•​ Use the platform for spam, phishing, or fraudulent solicitation 

•​ Engage in conduct that disrupts or degrades the user experience or platform integrity 

1.7 Automation and Agent Use 
Users are responsible for all actions taken by automated systems, bots, or Agents associated with their 
account. Users may not use such systems to engage in prohibited conduct, manipulate platform 
activity, or bypass safeguards. 

2. PAYMENT PROVIDER COMPLIANCE 
Users must comply with all applicable payment provider policies, including those of PayPal or other 
supported services. Payment providers may independently enforce their policies, including restricting 
transactions, placing holds, or suspending accounts. Wondermint does not control and is not responsible 
for such actions. Any violation of the Payment Provider’s Acceptable Use Policy is a material breach of 
Wondermint’s policies. 

3. ENFORCEMENT 
Wondermint proactively monitors the platform to prevent violations of this Policy. Wondermint may, at its 
sole discretion and without notice, take any action in response to violations, including: 

•​ Removal or restriction of content 

•​ Suspension or termination of accounts 

•​ Restriction of access to platform features 

•​ Reporting of activity to payment providers, law enforcement, or regulatory authorities 

Wondermint utilizes automated scanning tools and manual spot-checks to proactively monitor for 
violations. Wondermint reserves the right to coordinate with partners and proactively report suspicious 
activity and share transaction evidence with PayPal and law enforcement to prevent financial loss to the 
ecosystem. 

4. REPORTING 
Users are strongly recommended to report suspected violations by contacting: 

Email: security@wondermint.now  

5. NO GUARANTEE OR WARRANTY 
This Policy is implemented for operational and compliance purposes only. Wondermint makes no 
representations or warranties that prohibited conduct will be detected or prevented. Wondermint will take 

mailto:security@wondermint.now


active steps to follow the platform Take Down Policies and enforce all platform Policies. Compliance 
measures are inherently limited and may not prevent all misuse of the platform. 

6. POLICY UPDATES 
Wondermint reserves the right to modify or update this Policy at any time. Continued use of the Services 
constitutes acceptance of any updates. 

 

By using Wondermint, you acknowledge and agree to this Acceptable Use & Prohibited Conduct Policy. 
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